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1
Decision/action requested

This document proposes to Resolve EN about derivation of KAKMA and derivation of KAKMA key identifier inclause 6.1. SA3 is kindly requested to approve this doc.
2
References

 [1]
3GPP TS 33.535, v 0.2.0.
[2]
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3
Rationale

The fellow words is bootstrapping procedure in GBA [2]

“

7. The BSF generates the key Ks by concatenating CK and IK. The B-TID value shall be also generated in format of NAI by taking the base64 encoded [12] RAND value from step 3, and the BSF server name, i.e. base64encode(RAND)@BSF_servers_domain_name.

NOTE 3a:
If the HSS/AuC uses a good random number generator, then the chance of a B-TID collision is practically zero. If such a collision occurs, then the key retrieved by the NAF can have a mismatch with the UE generated NAF key. This will result in a Ua authentication failure which will cause the NAF to once again request the UE to bootstrap which will create a new Ks and a new B-TID.


If the request included the product token "3gpp-gba-tmpi" in the user agent request-header field the BSF shall compute a new TMPI as specified in Annex B.4 and store it together with the IMPI, overwriting a previous TMPI related to this IMPI, if any.

8.
The BSF shall send a 200 OK message, including the B-TID, to the UE to indicate the success of the authentication. In addition, in the 200 OK message, the BSF shall supply the lifetime of the key Ks.

9.
Both the UICC and the BSF shall use the Ks to derive NAF-specific keys Ks_ext_NAF and Ks_int_NAF during the procedures as specified in clause 5.3.3, if applicable. Ks_ext_NAF and Ks_int_NAF are used for securing the Ua reference point.


Ks_ext_NAF is computed in the UICC as Ks_ext_NAF = KDF(Ks, "gba-me", RAND, IMPI, NAF_Id), and Ks_int_NAF is computed in the UICC as Ks_int_NAF = KDF(Ks, "gba-u, RAND, IMPI, NAF_Id), where KDF is the key derivation function as specified in Annex B, and the key derivation parameters include the user's IMPI, the NAF_Id and RAND. The NAF_Id is constructed as follows: NAF_Id = FQDN of the NAF || Ua security protocol identifier. The Ua security protocol identifier is specified in Annex H. The key derivation parameters used for Ks_ext_NAF derivation must be different from those used for Ks_int_NAF derivation. This is done by adding a static string "gba-me" in Ks_ext_NAF and "gba-u" in Ks_int_NAF as an input parameter to the key derivation function.

”

Obviously, the UE and the AUSF have the same parameters, and the RAND in the primary authentication process is preferred. Therefore, KAKMA ID is recommended base64encode (RAND) @AAnF ID
In the bootstrapping process of GBA, Ks, Ks_ext_NAF and Ks_ext_NAF are obtained.
Ks=CK||IK

Ks_ext_NAF = KDF(Ks, "gba-me", RAND, IMPI, NAF_Id)
Or Ks_int_NAF = KDF (Ks, "gba-u,", RAND, IMPI, NAF_Id)
Ks is similar to KAUSF in AKMA, while Ks_ext_NAF and Ks_int_NAF are similar to KAF.
Therefore, it can be recommended.
KAKMA=KDF (KAUSF, AKMA Type, SUPI, AAnF ID).
This contribution proposes to Resolve EN about derivation of KAKMA and derivation of KAKMA key identifier to clause 6.1[1]. 
4
Detailed proposal

***
BEGIN CHANGES
***
2
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***
2nd CHANGE
***
6.1
Deriving AKMA key during UE registration

There is no separate authentication of the UE to support AKMA functionality. Instead, it reuses the 5G primary authentication procedure executed during the UE Registration to authenticate the UE. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE.
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Figure 6.1-1 Deriving AKMA root key during UE registration

The UE and the AUSF shall generate the AKMA Anchor Key (KAKMA) and the associated key Identifier from KAUSF as part of the UE Registration procedure.
KAKMA=KDF (KAUSF, AKMA Type, SUPI, AAnF ID), where KDF is the key derivation function as specified in 3GPP TS33.220[X] Annex B, and the key derivation parameters include the user's SUPI and the AAnF_Id. The AAnF Id is the FQDN of the AAnF ID, The key derivation parameters used for KAKMA is KAUSF. AKMA type is a static string "akma-me"or "akma-u" in KAKMA as an input parameter to the key derivation function.
The KAKMA key identifier (KAKMA ID) identifies the KAKMA key of the UE from which other AKMA keys are derived.
The KAKMA ID value shall be also generated in format of NAI by taking the base64 encoded [Y] RAND value from primary authentication and the AAnF ID, ie. KAKMA ID = base64encode (RAND) @AAnF ID.


Since AKMA keys are based on KAUSF from primary authentication run, the AKMA keys can only be refreshed by running a fresh primary authentication. 
***
END CHANGES
***
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